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•  Sensors and recording devices are being 
integrated into homes

•  However, 
–  Home is a private and intimate place
–  Sensing and activity inference data captured in the 

home could be highly sensitive
–  There are multiple stakeholders
–  Private activities can be inferred by eavesdropping

Motivation

Entertainment 
(e.g., Kinect) 

Energy Monitoring Eldercare Application 
(e.g., Fall Detection) 

Home Security Monitor 
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Motivation



•  Understand the privacy concerns around sensing 
and recording technologies in the home 

Goal

•  Focusing on 
–  the activities that people do not want recorded 

–  and where these activities take place

•  So that we can be more mindful of the types of 
activities that need to remain private 



•  Studying privacy concerns of in-home sensing
– depends on householders being willing to disclose 

sensitive information about their private lives 

•  People may not want to reveal this type of 
information to others (e.g., researchers) in person

Challenges



Our inspiration

A homemade
postcard 

containing secrets



Our approach: Anonymous survey

Mechanical 
Turk, 405

Craigslist, 24

Personal 
Network, 16

Postcard, 30

Recruiting Methods, 
Number of responses

Online Recruiting Method !

Offline Recruiting Method !

Total # of 
respondents

= 475



Postcards 

CAFÉ, !
WAITING ROOM"

h"p://www.chookooloonks.com/blog/2011/1/26/sea"le7jazz7trip7on7coffee7houseboats7and7ne"letown7cafe.htmlA



Scenario & Questions
•  “Imagine a future where you live in a home with 

security cameras and microphones that are 
used to protect you”

Specific, less emotionally loaded, and 
generally understandable

Conducted 7 iterations with 114 pilot 
respondents using Mechanical Turk 

•  Describe at least three habits that you do in your home 
that you would not want to have recorded by these 
devices. 

•  Include WHERE in your home that you do the activities.



Analysis

•  Developed a category scheme using affinity 
diagramming

•  Activity type: 19 high-level and 75 sub-categories
•  The coded activities were also analyzed based on 

the location

1433 activity 
descriptions from 
475 respondents!



Breakdown of activity types"

•  Reported frequencies "
"
Importance or sensitivity 
of the activities

•  It does indicate what was 
important enough for 
respondents to mention

22.5%

18.3%

9.3%

8.3%

8.0%

5.9%

5.0%

4.8%

4.6%

3.4%

2.5%

1.7%

1.4%

1.2%

0.8%

0.8%

0.5%

0.5%

Self-appearance

Intimacy

Cooking & Eating

Media Use

Oral Expression

Socially Awkward Acts

Personal Hygiene

Physical Activity

Sleep

Home Keeping

Contentious Acts

Bodily Functions

Alcohol & Tobacco Use

Unwinding

Working

Intentional Sneaky Acts

Illegal Behavior

Spirituality

 Nudity, walking in underwear, no makeup

 Sex, masturbating, kissing

 Eating, snacking, binging, cooking  

 Watching TV/movies/porn, computer use

 Singing, conversation, phone calls, crying

 Nose picking, scratching

 Grooming, toileting, showering, weighing

 Dancing, exercising, yoga

 Sleeping, snoring, napping, staying up late

 Being messy, cleaning, sniffing clothes

 Arguing, swearing, yelling, disciplining

 Passing gas, blowing nose, belching

 Drinking alcohol, smoking

 Lounging, relaxing, killing time

 Working, writing, creating artwork

 Sneaking into the kitchen, hiding, stealing

 Illegal drug use

 Praying, reading bible



Example—Self-appearance
“I take off my clothes in the bathroom, but then really 
quick nip out around the corner and toss them in the 
washer. It is only a foot and a half to step around the 
corner to the washer in the hallway. Still, I don't want 
anybody looking at me.” —62, F, homemaker, lives with spouse & child(ren) 


Self-appearance category, 22.5%"
(Nudity, walking in underwear, makeup-less face, "
getting dressed & undressed, etc.)
A specific path or sequence category, 5.2% !
(bathroom to laundry)



Example—Cooking & Eating
“If I am cooking in the kitchen and something falls on 
the floor, sometimes I will still use the food (though I 
rinse it off).”—53, F, faculty, lives with a spouse


Cooking & Eating category, 9.3% "
(Eating, snacking, binging, cooking)

Kitchen and/or Dining area category, 11.1%

Sensitivity of an activity depends on 
subtle changes in context



Example—Media Use
“Watching bad TV. I generally watch at least a couple 
hours a day of TV that I don’t want people to know 
about because they’ll mock me.”—21, F, student, lives with parents



Media Use category, 8.3% "
(Watching TV/movies/porn, computer use)

Male respondents were more likely to 
report activities in the Media Use category 
than female respondents (16.7% vs. 10.7%)



Summary"

•  Anonymous survey is effective for collecting private data"


•  Many of these concerns are not being accounted for in 
current systems "


•  Seemingly ‘innocuous’ activities could suddenly 
become sensitive activities by subtle changes in context"


•  Designers of UbiComp systems need to be more 
mindful of the types of activities that need to remain 
private 
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Appendix



Online survey Mechanical Turk, 
Personal Network, Craigslist



Postcards

Prepaid

Postcard with 
a dropbox

•  Distributed 300"
Received 30 (10%)





MY PRIVATE MOMENTS !

1. TAKE A POSTCARD
2. COMPLETE THE SURVEY ON "
    THE POSTCARD
3. PUT THE POSTCARD IN THE           "
    PURPLE DROPBOX

RESEARCH SURVEY

YOU ARE INVITED TO ANONYMOUSLY CONTRIBUTE YOUR PRIVATE MOMENTS IN YOUR HOME TO A GROUP OF RESEARCHERS



Distributing Postcards  




Recruitment
Methods # of Responses Cost

Offline Postcard + drop box Distributed—150
Received—15

Printing, enormous 
manual effort

Pre-paid postcard Distributed—150
Received—15

Printing, enormous 
manual effort, $66  

Online Mechanical Turk 405 $44

Craigslist  24 0

Personal network 16 0

Total 475 $110 + �



Anonymous survey 
•  Offline

- Prepaid postcards (15)

- Postcards with a drop box (15)

•  Online
- Mechanical Turk (405)

- Personal network (16)

- Craigslist (24)







Public places (e.g.,Café)



Recruitment

Methods # of Responses Cost

Online Mechanical Turk 405 $44

Craigslist  24 0

Personal network 16 0

Offline Postcard + drop box 15 / 150 Printing, enormous 
manual effort

Pre-paid postcard 15 / 150 (as of 9/30) Printing, enormous 
manual effort, $66  

Total 475 $110 + �



Data collected

1433 activity 
descriptions from 
475 respondents!






