High-Speed
Memory Systems

Spring 2014

CS-590.26
Lecture F

Bruce Jacob
David Wang

University
of Crete

SLIDE 1

\

UNIVERSITY OF MARYLAND

DRAM Reliability:
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- Soft errors were big problems for early DRAM chips.

- Low energy alpha particles were discovered to be
the culprit, but where were they coming from?

- Intel published paper in 1979 caused industry to pay
close attention to material purity in silicon processing

and packaging.
O - Now largely considered to be “solved problem”
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- High energy cosmic rays originate in space, but ...

- collisions with atmosphere generates secondary
particles. “Terrestrial Neutrons” main part of flux

- Flux of neutrons depend on altitude.

- IBM claims 5950 failures per billion device-hours
at sea level, 0 failures in underground vault, with
50 feet of rocks completely shielding test setup.

\

UNIVERSITY OF MARYLAND




High-Speed
Memory Systems

Spring 2014

CS-590.26
Lecture F

Bruce Jacob
David Wang

University
of Crete

SLIDE 4

\

UNIVERSITY OF MARYLAND

Parity: “For Farmers”
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—— Even or odd parity

4—:— Parity check

v
Memory  gpRoR!
Controller |
- Odd bit error detection
- No error correction capability
- Overhead: 1 bit per byte

x1 chip
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Error Correcting Code |
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- Also based on “parity checking”, but more sophisticated
- Error detection AND correction capability
- Overhead: depending on scheme
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Error Correcting Code lla

Single-bit Error Correction (SEC)

start with 8 data bits

D, Di:iir)\s)8 (do not use D)

R1 Rz R3 Ry Rs Rg R7 Rg Rg Rig Ryq Ry
Reserve R, bit positions where m is a power of 2.

Move data bits into available bit positions. (skip Rg)
Display “m” in binary format.

R0001R0010 R0011 R0100 R0101 R0110 R011’21000 R1001 R1010 R1011 R1100

R, bit positions will be the check bits, where each
R, bit will store the parity of the other bit positions
where the m'" bit in the index is set

I:‘0001 = I:10011 @Rmm@ I:‘0111@9 I:‘100169 I:‘1011
R0010 = I:‘0011 @me@ R0111<-B R1010<'B R1011

- requires n+1 check bits to
provide SEC to 2" data bits
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Error Correcting Code llb

SEC Encoding Example

D; Do D D, D- D D- D start with 8 data bits
172 7-3 74 "5 "6 "7 =8 (do not use D)

i1 0 0 1 1 1 O
R1 R2 R3 Ry Rs Rg Ry Rg Rg Rio Ryq Ry
Reserve R,,, bit positions where m is a power of 2.

Move data bits into available bit positions. (skip Rg)
Display “m” in binary format.

I:‘ooml:“oom 1 I:“0100 10 0 R1ooo 1 1 1 0
R, bit positions will be the check bits, where each
R, bit will store the parity of the other bit positions
where the mt" bit in the index is set

Ruoo: = Root1 PRo1ot®P Rorii® RigeiP Riont = 1P 1P 0P 1P 1=0
Rooio = Roo11@R0110@ I:“0111@') R1o1o€|'> R = 1@0@0@ 1@ 1=1
Ro100 = Rot01 PRot16® Ror1{® Riroo -1P0P1P0 =0
R1000 = Rioot P R1016P Riot{ Riyoo 1P1P1P0 =1

D={11001110} P R={011010011110}
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Error Correcting Code lic

SEC Verification Example

R={011010011110}
R={011010011100}

Recompute check bits

Rooo1 = Roor1 @Rom@ Ro111@ R1oo1@ = 1@ 1@ 0@ 1@
Roo10 = Roor1 @Rono@ I:‘0111@') I:‘101@') = 1@ 0@ 0@ 1@
Ro1oo = R0101 @Rono@ I:‘0111@') I:‘1100 = 1@ 0@ 1@ 0

Ri1000 = Rigot PR1016 R ) Rysoo = 1PIPOBHO =

|
o

XOR old check bits against new check bits
I:‘1 000 I:‘01 00 I:‘001 0 I:‘0001

1 0 1 0 Old
@ o0 o0 0 1 New
1 0 1 1 Difference !

Bit position 11 is rotten
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Error Correcting Code llla

What about multi-bit errors?
R={011010011110}

R={0110100111 }

Recompute check bits

Rooot = Roots BRg101 P Ro11f Rygof D) =1PH1PO0PH 1P 0 =
Rooto = I:10011@R0110@R0111@ R1o1c@ = 1@0@0@1@ =
Ro100 = Rotor @Rono@ Ro1116'> =101 =1
Ri000 = Rioot P R1oio P R P 2 OROICREE

XOR old check bits against new check bits
I:‘1000 I:‘0100 I:‘0010 I:‘0001

1 0 1 0 old
@ 1 1 0 1 New
0 1 1 1 Difference !

Oops, Bit position 7 is NOT rotten
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Error Correcting Code llib

What about multi-bit errors?

Single Error Correction Double Error Detection (SECDED)

D1 D2 D3 D4 D D6 D7 D8 start with 8 data bits

N

RoRy R2 R3 Ry Rs Rg R; Rg Rg Rig Ryy Ry2

Basic Idea: Use Rg to check parity of data bit vector,
(data bits only)

R0=D1@D2@ ® e o @D2n

- requires n+2 check bits to
provide SECDED to 2" data bits
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Error Correcting Code llic

What about multi-bit errors - Redux

R={1011010011110}

R={1011010011101} Multi bit error. Can we
detect and correct?

Recompute check bits

Rooot = Root1 P Ro101® Rogs{® Rioof DR, = 1H1PH0H1H0 =1
Rooto = Roott PRorsd® Rorsi® Rid D R, = 100F 0D 130 = 0
Roi00 = Ro1o1@Ro11o@Ro111@ R1100 = 1@0@1@1 =1
Ri1000 = I:‘1001@')':‘1010@') R1o11@ Ri100 = 1@ 1@ O@ 1 =1

XOR old check bits against new check bits
R1000 R0100 R0010 R0001

1 0 1 0 Old
@ 1 1 0 1 New
0 1 1 1 Difference !

XOR check bits tell us there is error, but R parity says
all is well. This is a 2 bit error, cannot be corrected.
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- SECDED needs n + 2 check bits to protect 2" data bits
- Data bus width of 64 = 2% means 6 + 2 = 8 check bits to

provide SECDED protection
- Logic depth of n + 1 =7 to compute XOR parity for oth bit

O - May cost additional cycle(s) on read latency

UNIVERSITY OF MARYLAND
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Weaknesses of ECC?

What if this
chip dies?
(hard failure)

does not work with
masked (partial)
writes to DRAM

multiple bits

from same

chip may be {
corrupt

L T T S

-

7

Future low power,
smaller cell, smaller
capacitance DRAM
may be more
susceptable to

high energy
alpha particle
or neutron

7
7
7
7
7

wide (per chip)
data bus is not
good for fault
tolerance

Error rate is given in failures per bit. There are always
more DRAM storage bits in the next generation system.




Memory Systems
Architecture and
Performance
Analysis

Spring 2005

ENEE 759H
Lecture12.fm

Bruce Jacob
David Wang

University of
Maryland
ECE Depit.

SLIDE 14

UNIVERSITY OF MARYLAND

Multi-bit Error Correction |
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Parity check matrix in GF(22)—’

. 00 10 11 0 1
Apply transform matrices —p» To= T, = T = Ta2 —
o=
Parity check matrix in binary field 00 0 1 10 11

—
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FIGURE 30.12: Locating a single bit and 2-adjacent bit errorg'in a 64-bit word.

A two-bit error in positions 32,33 results in 11110011



TaBLE 30.3 Error location table for the 2-adjacent error correction algorithm, taken from US Patent #5,490,155
(Compagqg’s Advanced ECC implementation)

DO O N O”m

S
3
0
0
0
0
0
0
0
0
1
1
1
1
1
1
1
L

—_ L O - LM 0O - LA O0OC = A 000D -
——_ oo -ro—+rO0o+rO0oQrOCrQrO+0O0 00 W®W

S G G G G s T« T e T an R G G G I o

Syndrome of 11110011 points to bad bits 32,33
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- Different algorithms exist with varying
level of complexity

- Should try to work with established
framework of (64, 72) DIMMs.

- Else, custom memory modules for
specialized systems

\
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“Chipkill” |

Separate

ECC protected
words, each
can detect
and correct
single bit

error

\T\AAMA

hoN
//
AAAT }huu
\
\

e

Architect the memory system so there is no Single
Point of Failure that could bring down the system
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SLIDE 17 Wider o
interface -
-
-
-
=
Deploy more advanced - - <
algorithm to detect and - 17
repair multi-bit errors with =1+
128 data bits and 16 check Ee
bits, or 256:32.

Architect the memory system so there is no Single
Point of Failure that could bring down the system.
Deploy method 1, method 2, or combination of both

to protect against multi-bit errors

UNIVERSITY OF MARYLAND
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72b ECC word

72b ECC word

x4 | x4 | x4

x4
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4 bit wide DRAM

Bit-Steering
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Single Event Upset

SLIDE 18 storage error.

TN

>

DQS is per byte for

the x8 and x16 chip.
“topology matched, =
source synchronous”=
is a problem for
certain types of
chipkill implementation

DDR SDRAM

ddress/command
ansmission errors
are not protected

I i

TN

[ONA0A
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Alpha Particle
or Cosmic Ray

ML Attt it i

Soft error model based on Single Event Upset
alpha particles or cosmic rays.

“Scrubbing” merely reads out data to controller,
scrub out any correctable error(s), write it back
into memory before multi-bit errors build up and
become no longer correctable

UNIVERSITY OF MARYLAND
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Serverworks Grand Champion HE

- 128 bit ECC algorithm. 16 bit detection, 8
bit correction.

- Memory scrubbing

« Spare memory

- Memory mirroring

- Hot plug memory card
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What about Rambus?

Contro"er \eZ22 228 7 g vl gl s
] ] ] ]
] i ] ] ]
] ) [ [ )
S i [ ]

I S i ] ] |
S A A A
S ] ]
S ] ]
S i ] ]
S ) [ ]
S ) [ ]
] i [ ] ]
| e W i i ] B s |
] | A e )
] | ] ]
G N ] | ]
I

0

Each “access” to DRAM is serviced by a single
DRAM chip. One DRAM chip will provide 8
16 bit wide per beat.

consecutive beats of data,

- Design ECC version, with 18 bit wide interface.

provides SECDED protection, not chipkill
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Interleaved Device Mode

RDRAM
Controller

- Each chip provides 2 bits of data for every read
request

- Provides effective chipkill capability when used in
multiple channel configuration




