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Abstract— Satellites are expected to play an increasingly im- though we also consider scientific space networks, since the
portant role in providing broadband Internet services over long  security issues are similar. We do not deal with military
distances in an efficient manner. Future networks will be hybrid networks, where the security approach can be significantly

in nature - having terrestrial nodes interconnected by satellite different. Our di ion covers both unicast and multicast
links. Security is an important concern in such networks, since erent. Our discussion covers both unicast a ulticas

the satellite segment is susceptible to a host of attacks including (Jroup) communication.
eavesdropping, session hijacking and data corruption. In this The rest of the paper is organized as follows. In section
paper we address the issue of securing communication in satellite || \ye briefly describe the various types of hybrid networks

networks. We describe the different kinds of hybrid network , ojenific and commercial use. Section Iil discusses some
topologies considered for deployment. We discuss various security .

attacks that are possible in these networks, and survey the IMportant securit){ attaclfs that are possible in th? hybrid net-
different solutions proposed to secure communications in the Works discussed in section Il. We survey the various security

hybrid networks. We point out important drawbacks in the solutions that have been proposed in section IV, and highlight

various prop(_)sed solutions_, and suggest a hierarchical approach g ¢ approach in section V. We conclude the paper in section
to add security to the hybrid networks. VI

|I. INTRODUCTION

Satellites have become increasingly important as a bridge ! HYBRID SATELLITE NETWORK ARCHITECTURES
for _communications in various n_etwork scenarios. With the In the following we briefly describe the common hybrid
rapid grovyth of the Internet_, satellite networks are being p_ut t§’atel|ite network architectures for scientific and commercial
use to deliver Internet services to the consumers. The primay, -+ anable IP-based communication.
advantage of satellite networks is that a satellite can reac
users in remote areas where terrestrial connectivity is not

possible. Satellite networks are also easily deployed, and ¢an Scientific Space Networks

be cheaper than laying ground fiber networks. The National Aeronautics and Space Administration
Although satellite networks show great promise, they alSNASA) has undertaken a lot of research work focussed on
present significant security challenges. enabling IP support for scientific space communications. There

« Satellite channels are wireless broadcast media, whiahe multiple IP network architectures being considered that
makes it easy for an unauthorized user to eavesdrop imwvolve different types of spacecraft [1]. A generic IP space
the communication. network would have IP addresses assigned to all the space

« Without proper security mechanisms, any sufficientlgntities, e.g., space shuttles and satellites. The different sci-
well-equipped adversary can send spurious commandsdutific networks can be classified und®ar space networks
the satellite and disrupt the communication, even takend deep space networks.
over the satellite, which is a single point of failure. One near space network architecture is the experimental

« Satellite channels can have high bit-error rates that resglitup defined by théperating Missions as Nodes in the
in packet loss, and also suffer from long propagatiomternet (OMNI) activity from NASA [2]. The spacecraft(s)
delays (e.g., geostationary satellites), therefore securdgmmunicate via satellite to the ground stations. From the
systems should add minimal delays to the communicatigiound station the data flows over NASAs private IP network
and have mechanisms to recover from loss in security the control center and principal investigators. The private
information. network is protected from the open Internet using firewalls.

In this paper, we consider the important security issues iowever, some of the data might available to other users,

hybrid satellite networks that involve both terrestrial and spasgich as collaborative scientists and educational institutions,
components. Most satellite networks are moving to IP-bas#dho access the data via the open Internet.

routing, hence we limit ourselves to IP networks. We focus on Deep space networks require a relay of high-altitude space-
end-to-end network layer security for commercial networkgraft to transmit information from space vehicles to the earth.



the local satellite terminal. There is no terrestrial connectivity
between the LANSs.

The terrestrial LANS can be either static or dynamic. In the
static case, the users are connected to Ethernet-based LANs

} LA as described above. In the dynamic case, the users are mobile
ot T TN, and use wireless channels, for example cellular networks or
.‘"l l INTERNET & ‘) {,ﬂ ].‘L F_ )
@ LAN T V . s B IEEE 802.11x wireless networks to access the Internet.
P ‘—"\-’\: Usually, in commercial satellite networks that transfer In-
EEER T ternet traffic a split connection TCP Performance Enhancing
USERS . Proxy (PEP) is implemented to reduce the negative effects
| = . . . .
BEE of the satellite link on the Internet connection [4]. In the

network topologies considered here, we assume that there
is a TCP PEP at the satellite gateway that buffers the data,
and provides a local acknowledgment to the remote server

There would be point-to-point links between various spacd the Internet. The satellite gateway is then responsible for

craft; the ones that are in transmission range of the grourg%Ir?gr?/n;?cneSf(e;g;irEiggﬁoﬂafﬁéitﬁgypiﬁé asr)zaalelﬁ?}tgor;].a;l—e?/vgs
i Id h icati ith ial . I~ 0 :
stations would have communication with terrestrial nodes PEP needs to have the ability to view and modify the IP and

TCP packet header and possibly some of the application data.

This functionality has important implications for security of
We consider two types of commercial networks - satellitthe data transmission, as discussed in section IV.

Backbone networks, and satellite Direct-To-Home (DTH) net-

works [3]. In both topologies, we assume that there is one Ill. SECURITY THREATS

regional satellite in geostationary orbit that connects the usersSimilar security attacks can be launched against different
to the Internet. The satellite has multiple spotbeams coveringbrid satellite network topologies, but the impact of attacks
a large geographical area. Each spotbeam covers a subsej@ifild differ depending on the type of network, and the appli-
the total user set. We assume that the satellite has anchdtions supported by the network scenario. In the following,
stack on board and is capable of on-board processing (OBRg list some of the important security threats in the hybrid
of the data, and can switch the data between the differemétworks described above, and highlight the importance of the
spotbeams that it supports. The satellite therefore acts astireats for the different network scenarios.

IP router-in-the-sky. A dedicated high-speed link connects the Confidentiality of information : For networks that require
satellite to the ground station or satellite gateway. The groungformation privacy, a primary threat is unauthorized access
station is connected to the Network Operations/Control Centgy confidential data or eavesdropping. Since the satellite is a
(known as NOC or NCC) through terrestrial links. The NOGyroadcast medium, any entity on the ground with the right
is connected to the open Internet through a firewall which sitgjuipment can receive the satellite transmission. If the data
at the boundary between the closed satellite network and febroadcast in the clear, then adversaries who are listening
open networks beyond. to the transmission using their own equipment can be privy

In the backbone network (fig. 1), the users are located to the information that is flowing in the network. This can
multiple local area networks (LANs), each LAN being servetkad to loss in revenue for commerical services, or leakage of
by one or more satellite terminals. The satellite interconneattassified information for scientific or military applications.
the different LANs. The LANs might have alternate commu- Data confidentiality is an end-to-end requirement, therefore
nication paths via terrestrial links. Here the satellite offersecurity measures taken to ensure privacy of communication
simpler one-hop end-to-end communication. should include the terrestrial segments of the network also.

In the DTH network topology we consider, the users can da many hybrid network scenarios, efficient solutions for data
stand alone machines, each with its own satellite terminal (figonfidentiality would apply different measures to the space
2(a)). The satellite terminals have both downlink and uplinkegment and the ground segment, and have mechanisms to
capabilities. The return channel from the user to the Internittegrate the two. We discuss such solutions in sections 1V
is through the satellite uplink. and V.

Alternatively, in the DTH topology, the users can be located Data confidentiality can be achieved by message encryp-
in terrestrial LANs, each LAN being connected to the satetion. This requires coordination between the senders and the
lite through one or more satellite terminals (fig. 2(b)). Theeceivers so that they are concurrently aware of the correct
satellite terminals at the customer permises have both upliokyptographic keys used in the encryption/decryption opera-
and downlink capabilities. Data from the Internet is receivetions. This is a two-fold problem: the problem of selecting
by the satellite terminals via the satellite, and subsequengiyitable cryptographic algorithms for doing encryption so that
transmitted to the end users over the terrestrial LAN. Theverall network performance is not affected, and the problem
return channel from the user is via satellite uplink througbf coordinating keys between users, ikey management.

Fig. 1. Commercial Backbone Hybrid Network Topology

B. Commercial Networks
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Fig. 2. Commercial Direct-to-Home Network Topology

Sending spurious commandslt is essential that the control natures. Use of MACs would require that the sources and
of the spacecraft (e.g., the satellite) at all times be maintainddstinations share the same cryptographic keys required to
by the proper control center. An adversary with the righgenerate and validate the MACs, which is a key management
equipment, can send spurious control and command messagesblem. Again, network infrastructure and node capabilities
to the spacecraft, making the spacecraft perform operatiomight dictate which mechanism will be used. Also, security
different from their intended use. This can disrupt legitimateequirements and policies can dictate whether message authen-
operations and communication in the network, and can legéidation should happen only at the communication end points,
to hijacking of the session or even the actual spacecraft. or whether intermediate nodes should also verify the integrity

This attack can be prevented if the sources of the messagésvery message.
are properly authenticated by every receiver. This would Denial of service attack Some attacks on security can
require suitable mechanisms for authentication, such as digit@ facilitated if strong security mechanisms are put in place
signatures, which should be appended by the source to evéwy performing message integrity checks or authenticating
message it sends. The exact algorithm used depends on ubers. Consider the case where the satellite does authentication
network infrastructure and node capabilities, amongst othand integrity check on all messages before broadcasting. An
factors. Also, the level of security required would dictatadversary can send a large number of spurious messages to the
the authentication policy, for example, whether only the enshtellite, making the satellite spend significant computational
users should authenticate each other, or whether authenticatigoles processing the spurious messages, which could be better
should happen on a per-hop basis. The latter might be needsént broadcasting legitimate messages. Since the satellite has
in scenarios where the satellite should not broadcast spuridinsited processing power, such an attack can be very effective,
information. If the satellite authenticates the source of evepspecially if strong cryptographic mechanisms such as digital
message it receives, it will transmit only those messagsignatures are used for authentication and message integrity.
for which source authentication happens correctly. Howeverhis is a denial of service (DOS) attack. Although this DOS
verification of authentication by the satellite can lead to othattack can be launched against any node in a network, a
attacks, as discussed later. satellite network can be particularly susceptible to such an

Message modification attack When the traffic goes over attack since the satellite is a single point of failure and
open networks, an adversary who is listening on the patan be easily overwhelmed if made to perform too much
can intercept both control and data messages. The adversagnputation. It should be noted that the primary requirement
can modify the messages and send them to the destinatiohany communication network iavailability, and the DOS
which can be the spacecraft or the ground terminals or the eatlack described above can compromise network availability.
users. Here the adversary need not masquerade as a legitimatasider attacks: An adversary can gain access as a le-
node in the network, unlike the previous attack. When thgitimate node in the operation of the network, possible if
message reaches the intended destination, it would think tliaére is weak access control, or if the adversary is successful
the corrupt message is coming from the true source, but tire password sniffing of some other legitimate node in the
message content might be different from expected or requiragtwork. Once the adversary has access to the closed network,
for normal network operation. This can lead to abnormai can carry out a host of attacks, depending on its permission
behavior of the nodes, and cripple the network. levels. At the very least, it will be able to read confidential

Message modification can be prevented by appending mesta and can leak them to the outside. This is similar to an
sage integrity check mechanisms to every message, for éxsider attack, and can also be carried out by a legitimate user
ample, Message Authentication Codes (MACSs) or digital sigf it turns malicious.



The steps outlined above to defend against attacks BIASA and its allied agencies have proposed a variant of
privacy, integrity and source authentication, should normall\°SEC, called the Space Communications Protocol Specifi-
prevent such an attack. However, if an attack is successfation - Security Protocol (SCPS-SP) [10] to be used for data
then detecting the malicious node requinetsusion detection  confidentiality and authentication in space missions. SCPS-SP
mechanisms that are beyond the scope of this discussion. adds 2 bytes of overhead per IP packet. The NASA publication

Traffic analysis: In some network scenarios requiring very{11] discusses various security issues for space missions. It
high security, it might be necessary to make sure that mecommends use of SCPS-SP for encryption on the space
outsider can know which parties are taking part in the consegment, and IPSEC ESP on the ground segment, where the
munication. This would require that traffic analysis of the dataodes are expected to have more resources and bandwidth is
flowing in the network be prevented. Traffic analysis attackess constrained. The report describes the requirement for, and
are difficult to prevent even if the network is secured for datde design of, a SCPS gateway to interoperate the SCPS-SP
confidentiality and data integrity and source authenticatioprotocol with the IPSEC protocol The report also recommends
An adversary only needs to “sniff” the packet headers fdhe use of a lightweight version of IKE for key establishment
the source and destination information to do successful trafficat offers less overhead. The recommendations of [11] are
analysis. This can be prevented by additional mechanisnsgecifically for unicast communications for civilian or sci-
such as masking the actual source/destination headers, et@ntific space networks. They do not address many security
problems, such as securing communication amongst groups,
or authentication of different users in the group.

Although IPSEC has been considered favorably by the space

Significant research has been done on secure communicammunity, it can be used only for point-to-point communi-
tion in general, some of which can be applied to satelliteation; it does not support security for group communication.
networks. More recently, there have been several proposaldBRSEC also does not allow for authentication at intermediate
secure communication specifically in satellite networks. In thisodes, as mentioned earlier, but this might be useful in
section we discuss in brief the various proposals that have bessime security situations. Establishment of SAs using IKE
made for satellite networks. Discussion of general securian be complex and expensive. If network entities do not
issues as applied to satellite networks can be found in [5]. have pre-shared secrets, then IKE requires public key pairs,

Research on satellite security in the academia and indwghich means a public key infrastructure will be needed. This
try has focussed on using existing, standardized technololgsings into question infrastructural issues related to the use of
originally designed for terrestrial networks, to fix well-knownCertificate Authority (CA) for public key management. Public
security holes in satellite networks. Several proposals for ddtay cryptography involves heavy computation for signature
confidentiality and authentication in satellite networks caljeneration and verification, and the keys can be large in size,
for use of the Internet Security Protocol, IPSEC [6], whiclso nodes will need to have sufficient processing power and
has been widely adopted by the Internet Engineering Taskorage. This can be a serious issue if the satellite is one
Force (IETF) for security at the network layer. IPSEC has twof the end points in the communication. IKE requires an
variants: the Authentication Header (AH) [7], which provideglaborate “handshaking” mechanism to set up the SA between
integrity protection to data packets, and the Encapsulating Se/0 endpoints, based on which the secure channel between
curity Payload (ESP) [8] that provides encryption and optionghe endpoints is established. This requires a minimum of 3
integrity protection. Use of IPSEC requires establishment ofraessages exchanged between the endpoints (iagtressive
Security Association (SA) between the source and destinatiomode of IPSEC), and can require a 6-message exchange in
end points. The SA specifies the various security attributes ftore main mode of IPSEC. The overhead due to the message
the particular session, such as the cryptographic algorithrimansmission over high-delay satellite links is not insignificant.
to be used, the session keys for performing cryptographic Another widely-researched problem with using IPSEC in
operations on the data, etc. IPSEC AH adds an authenticatiatellite networks is its inability to co-exist with PEPs. In ESP
header to each data packet, which can be verified only mibde, IPSEC encrypts the full IP payload.The TCP header
the end points, since the intermediate nodes do not knasvencrypted as part of the payload, and only the end points
the session key for the SA between the end points. IPSE@0 know the encryption key, can recover it. A PEP, which
AH does not provide data privacy. IPSEC ESP provides daite an intermediate node on the path, will not be able to
confidentiality, and it can also provide for authentication in theead the encrypted TCP header and therefore cannot apply its
“tunnel” mode of operation. Before either IPSEC AH or ESAHCP performance improvement mechanisms on the message
can be used, the SA has to be established, which is done usstrgam. This can lead to significant performance degradation.
the Internet Key Exchange (IKE) protocol [9]. IKE requires Two solutions using gateways located at different points
the end points to have sonpee-shared secret or public key in the network, to overcome the drawbacks of implementing
pairs, for the key exchange to be initiated. IPSEC in the hybrid environment, have been proposed in [4].

IPSEC provides strong security for data confidentiality an@ne is to use a secure gateway and an enhanced gateway at
authentication, but it has a heavy byte overhead - in the E®Bch end of the link. The enhanced gateway proxies the TCP
mode, IPSEC adds 10 bytes overhead to every data paclegtssions to add TCP performance optimizations such as large

IV. PROPOSEDSECURITY APPROACHES FORSATELLITE
NETWORKS



windows, large buffers and modified TCP start algorithms. Grovp Key (TEK)

The data is subsequently secured by the secure gateway. Internal Keys (KEK) K”

This is preferable for users who want direct control over Kia /\. 7 Path of Keys for I§
network performance and security, and are unwilling to trust /> . <>
intermediate nodes. But this leads to performance problems

in the event of transmission errors, and can be expensive to K, K~ Leaf Keys
implement on a per-user basis. The second solution is to split M, Mz M, M4 M, M, M, Mge— Membes
the secure connection into two at the satellite gateway, which

would be responsible for packet decryption and re-encryption. Fig. 3. Logical Key Hierarchy with 8 members

This creates two secure connections, and require placing trust
on the satellite gateway, which would usually be a third party
node outside direct control of the end users initiating the secupéginally requested by the user. Use of IPSEC or layered
channel. IPSEC completely breaks the functionality of the HTTP proxy,
The problem arising in the performance of TCP PEPs due $¢1ce the the HTTP information is encrypted in the TCP
use of IPSEC has also been addressed by splitting IPSEC ifgyload and is therefore inaccessible to the HTTP proxy.
layers, which has been proposed independently by Zhang [12] The previous paragraphs dealt with the application of
and Karir et al. [13]. We describe Zhang's solution, which istandardized security protocols to hybrid networks. Some
the Multilayer IP-security protocol (ML-IPSEC). ML-IPSEC research has been done with individual algorithms that serve
is modeled on IPSEC and the two have most features simig tools in building the security protocols, for example, key
so that the use of ML-IPSEC in an IPSEC environment can teanagement algorithms. Howarth et al. [14] have addressed
achieved with minimal changes. The crucial difference is th#te problem of key management for group communication in
ML-IPSEC breaks an IP datagram into multigkeurity zones,  satellite networks. The paper proposes the use of Logical Key
with cryptographic operations being performed with differentlierarchy (LKH) [15], [16] for efficient key management for
keys in different zones. The TCP payload is a different securitpulticast groups in a satellite network. LKH makes use of
zone from the TCP header, and encrypted with a differeat centralized key manager or group controller (GC), which
key. The key for encryption of the TCP payload is sharegonstructs a logical key tree with the group members as the
only by the end parties, so that no intermediate entity il¢aves of the tree (fig. 3). The internal nodes of the tree are
the path can read the data. But the key for encrypting tiiee key encrypting keys (KEK) which are used to securely
TCP header is shared with trusted intermediate nodes, sdginsport key updates to the group. The root of the tree is the
as the gateway PEP, so that the PEP can decrypt the T&#®sion key or traffic encrypting key (TEK) which is used to
header and do performance optimizations. Use of ML-IPSE@crypt the session traffic. The key corresponding to a leaf
requires that the security attributes be distributed correctly f@de is the long-term secret that the corresponding member
all the relevant entities - this is done by defining a new typghares with the GC. A leaf node knows all the keys on the path
of security association calle@omposite Security Association from its leaf to the root, and no other. The number of keys
(CSA). CSA is a collection of SAs that collectively affordthat need to be updated when a member node joins or leaves
a multilayer security protection for the traffic stream. Théhe group isO (logN) (where N is the number of members
author contends that ML-IPSEC can be used in place uf the group), which is less than th@ (V) keys required if
IPSEC without significant performance penalties, whereastite GC arranged the members in a flat topology.
helps improve performance overall by allowing TCP PEP to To allow PEPs to function correctly when network layer
function effectively. However, the design specification doesecurity is used, [14] proposes use of ML-IPSEC. The paper
not mention clearly how to establish the CSAs between thoposes using a single LKH tree to manage the groupkey
different entities. This would be a complex task, since hergsed to encrypt the transport layer header (known to end users
more entities than merely the endpoints are involved, and thed trusted gateways), and the group Ké¥, known only to
security functions allowed to the different entities are differenthe end users and used for encrypting the transport layer data.
Also, ML-IPSEC requires trust in third parties like the satellitéhs shown in fig. 4, userd/,..Mg are leaf nodes in a subtree
gateways. Moreover, ML-IPSEC, as envisioned currently, if degree 3, and gateways;..G4 are leaf nodes in a subtree
strictly for point-to-point communication and has no suppormf degree 2. The root key of the member node subfiegs, is
for groups. used to encrypt the transport payload. The root of the overall
Another problem arises with application level optimizationkey tree, K 12, iS used to encrypt the transport header. All
that do not work in the presence of network level securitynember nodes know both'; s and K 1, but the gateways
Although our focus is security at the network level, thiknow K 12 only (apart from the internal keys in the gateway
problem is important enough to merit mention. Satellite nesubtree).
works employ application level proxies to further enhance Ref. [14] does not say how the LKH tree would be managed.
performance. For example, if HTTP is used as the applicatidrnis is important since the users and the gateways might not
layer protocol, then an HTTP proxy would pre-fetch and cachge in the same administrative or security domain. The paper
all the webpages whose links are embedded in the webpatso considers all users and gateways as a “flat” network
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for key distribution purposes, rather than take into account
the hierarchical nature of the network topology, where the
end users might be located in LANs or subnetworks, a level
“below” the satelliteoverlay network comprising the gateways
and the satellite, and therefore might be invisible to the key
tree manager. Fig. 6. Tiered Tree Key Management
The use of LKH for key management in satellite links has
also been proposed by [17], which suggests algorithms for

dynamically managing the LKH tree in case of member join¥- A HIERARCHICAL APPROACH TOSECURITY IN HYBRID
and leaves. NETWORKS

Duquerroy et al. [18] has proposed a solution, called We have proposed a key management framework for secure
“SatlPSec”, for key distribution and secure communicatiogroup communication in hybrid satellite networks in [5]. The
for both unicast and multicast in a satellite network. Thebjective is to ensure data confidentiality, which requires that
paper describes a testbed implementation of the proposggptographic keys be distributed securely and in a scalable
solution (one of the very few in satellite network security thathanner to all members in a group. The key management
goes beyond simulation analysis). The solution is based é@mework is built on top of the routing architecture. We
IPSEC, with additions to support key management for groufave considered the hybrid network topology of fig. 2(b),
communication. To support secure group communication, dnd designed a multicast routing architecture to allow users
proposes the Flat Multicast Key Exchange (FMKE) protocoto communicate seamlessly between multiple terrestrial LANS
Management of SAs for both unicast and multicast commyalso referred to as subnetworks). Our design makes spe-
nication is integrated into the FMKE protocol, though theific use of Asynchronous Transfer Mode (ATM) point-to-
proposed approach for unicast communication is not differeniultipoint routing [19] over the satellite links, and Protocol
from IPSEC. FMKE also incorporates reliability mechanismmdependent Multicast - Sparse Mode (PIM-SM) multicast
to guarantee reliable key distribution in the lossy satelliteouting [20] in the terrestrial LANs. However, the solution can
setting. However, FMKE manages SAs between the satellite easily extended to a more generic framework where ATM
terminals or gateways only and does not extend to the einot used, which is a focus of ongoing research activity.
users. Therefore, end-to-end security is not provided whenin our solution, we make use of the hierarchical nature
using SatlPSec. Also, FMKE treats all the satellite terminalsdff the network topology. We divide the network into two
services (which are called SatlPSec clients) in a “flat” topolevels, the lower level of the terrestrial LANs where the
ogy, and establishes separate secure channels to all SatlIR§ges are located, and a higher level comprising the satellite
clients. This will not scale when there are a large number ghteways (calle@Rendezvous Point or RP in our architecture),
clients. Such scalability issues have not been consideredtiiie satellite and the NOC, which together form an overlay (fig.
the paper, but they are very important in laying out a network). Key management is done separately at the two levels. Each
solution. SatIPSec also does not consider dynamic joins andN has its own group controller (called the “subnetwork key
leaves of members in the group communication setting; a cliegéntroller” or SKC) to manage the keys for all groups active
needs to be pre-authorized for all the groups it wants to takgthe LAN. The overlay has its own key management, which
part in. The protocol also requires complete trust in the groug managed by the satellite gateway of the LAN that has been
controller and key server (GCKS), which is a third party thactive for the longest continuous period in the group. The key
is responsible for managing the SAs between the clients. Alanagement at each level is based on the LKH algorithm,
clients need to have pre-shared secrets with the GCKS.  therefore our solution creates a hierarchy of trees, 3Ne

In the following section, we describe the approach that wiee at the subnetwork level, and th@P Tree at the satellite
have taken to secure communication in hybrid networks, amderlay level. We term the framework, Tiered Tree-based Key
highlight work we have done, and current research activity. Management (fig. 6).

Subnetwork Subnetwork Subnetwork



The detailed design and experimental results can be fouadd mentioned their advantages and disadvantages. Lastly,
in [5]. The solution is scalable and acknowledges the fawte have laid out our hierarchical approach to security in the
that the users might be located in different security domainsybrid networks, and highlighted some of the work we have
therefore a single network-wide security management migtbne, and also our current research focus. We believe the
not be possible. This is a more realistic scenario, sineecurity problems discussed here will receive more treatment
the terrestrial LANs might be individual company domainsfrom the research community, and this work will be a useful
while the satellite overlay infrastructure is usually owned bgontribution to the field.

a separate entity that provides network connectivity to the
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