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Abstract. In this paper, we formulate the problem of trusted routing
as a transaction of services over a complex networked environment. We
present definitions from service-oriented environments that unambigu-
ously capture the difference between trust and reputation relations. We
show that the trustworthiness metrics associated with these relations
have a linear order embedded in them. Identifying this order structure
permits us to treat the trusted routing problem as a bi-objective path
optimization problem. We consider bottleneck trust and present poly-
nomial time algorithms to obtain the optimal routing paths in various
bi-objective settings. In developing these algorithms, we identify an in-
teresting decomposition principle for (min, +) and (min, max) semirings,
which yields a distributed solution.

Keywords-Pareto Optimality, Lexicographic Optimality, Max-Order Op-
timality, Semirings.

1 Introduction

Mobile Ad Hoc Networks (MANETS) have been envisioned as self-organising net-
works requiring little or no pre-established infrastructure. The proposed ability
of the hosts to dynamically associate themselves with the network in an ad-hoc
manner has fuelled a number of application ideas for these networks. However,
recent research ([1], [2]) has revealed that this flexibility bears with it several
security and survivability threats.

In this paper, we address the problem of trusted routing in MANETSs. The
lack of pre-installed trust relations in MANETS has steered the networking com-
munity to adopt mechanisms from reputation technology for trusted routing
([3],[4], [5]). However, there has been many inconsistencies in defining these trust
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concepts ([1]). Therefore, we introduce precise definitions of trust concepts from
the literature on reputation systems, which has been well established and applied
in e-services and e-businesses [6].

In this paper, we consider an additive performance metric and a bottleneck
trust metric. We show that the trustworthiness metrics used in the literature
have a linear order embedded in them. Such order structures are fundamental to
optimization ([7]) and help formulate the performance-trust routing problem as a
bi-objective optimization problem. We also present distributed polynomial time
algorithms which can solve these problems. Our methods find efficient trade-off
points between performance and trust for routing. For a more detailed version,
see our technical report [§].

The two main contribution of this paper are the following: modeling the
performance-trust problem as a bi-objective problem, and providing distributed
solutions to the corresponding (min, +) and (min, max) semiring problems.

This paper is organized as follows. In Section 2, we introduce trust and rep-
utation concepts and their application to MANET routing protocols. In Section
3, we present an order-theoretic modeling of trustworthiness metrics. We then
develop path metrics for routing in Section 4. Finally, in Section 5, we use the
metrics to formulate several bi-objective optimization problems and present al-
gorithms to solve them.

2 Trust and Reputation Inspired Routing Paradigm

Several reputation schemes that mitigate the selfish behaviour in MANET were
proposed (e.g., [9], [3],[10], [4]). The concepts of trust and reputation have been
developed and applied in diverse areas such as social sciences, e-business and
computer science, which resulted in many inconsistent definitions. It has been
observed that there is no formal definition of trust and reputation in communi-
cation networking literature ([1]). In this paper, we adopt definitions from the
literature on service-oriented environments because we find a clear distinction
between the trust and the reputation concepts. We introduce these concepts in
the forthcoming subsections. A detailed introduction is available in our technical
report [8].

2.1 Trust and Reputation Concepts

Most trust relations are between a trusting agent and a trusted agent. Every
trust relation involves a context C' and time t. Such a binary relation is called a
direct trust relation. However, in some scenarios it is not possible for a trusting
agent to initiate a direct trust relation with the trusted agent due to spatial
or temporal limitations. In such scenarios, the trusting agent requests for rec-
ommendations from a third party. The recommendations from this third party
about the trusted agent forms the initial trust for bootstrapping the transac-
tions. Such a ternary trust relation, is called a indirect trust or reputation rela-
tion. Associated with every trust relation (direct or indirect) is a trustworthiness
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measure which captures the strength of a trust relation. We show in Section 3,
that these trustworthiness metrics live in an ordered space. This order captures
the strength of the trust relations (direct trust, opinion credibility, etc.). To
illustrate these relations in a MANET setting, consider any reputation based
routing scheme such as CONFIDANT ([9]) or LARS ([5]). In these protocols,
every station performs self-policing: trust monitoring, trustworthiness update,
and response routing. In this setting, the context of relation is C=Packet For-
warding. However, not all trust contexts are restricted Packet Forwarding, e.g.,
the context can be C=Strength of the Encryption Key.

2.2 Trust and Reputation in Self-Organised Networks

Reputation systems have already proven useful in e-businesses and e-services [6].
These systems, such as Amazon and eBay, have a centralized architecture for
the reputation system where the decision makers are usually humans who look
at the trustworthiness metrics and make decisions. However, in self-organized
networks, the decision making must be automated [1]. The automated decision
making component must be capable of interpreting the trustworthiness metrics.

This decision making component is called the response routing component
in MANET routing ([11]). A trust-aware routing component should provide two
services:

1. Exploit the trusted paths for routing traffic, i.e., for paths which have un-
ambiguous trustworthiness metrics, the decision maker should route traffic
without any subjective judgement.

2. Penalize the stations which do not conform to the packet forwarding protocol.

In this paper, we consider only the former as an objective for trusted routing.

3 Trustworthiness and Orders

In this section, we show that most trustworthiness metrics defined in literature
form an ordered set and in particular they contain a linearly ordered subset that
we can exploit for the routing protocols. In this paper we work with trustwor-
thiness metrics which live in a finite set. Such metrics encompass a large body
of literature on trust and reputation systems ([12], [13],[14], [15],[16], Amazon,
eBay, etc). Again, for detailed definitions of linear orders and their relations to
trustworthiness metrics, see [8].

4 Routing Metrics

Most of the works on routing inspired from trust and reputation mechanisms use
only the trustworthiness measure to find the optimal routes for packet forward-
ing ([3], [4], [5]). In all the mechanisms, the trust context C=Packet Forwarding.
In MANETS, such an approach might route packets through high delay (length)
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paths. In many scenarios, such high lengths might be intolerable for the ap-
plication traffic. In this paper, we define two semiring metrics for the path to
capture the length and the trustworthiness of a path. We address this problem
as a bi-objective graph optimization problem.

4.1 Trustworthiness of a Path

Let us consider a path p =5 — iy — iy — ---i,_1 — T in G.. Associated with
every directed arc (i,,,%,) is a trustworthiness z(i,,,i,) € X. In defining the
trustworthiness of a path, it is reasonable to adhere to the adage that the strength
of a chain (path) is limited to the strength of its weakest link. This is called
as bottle-neck trust. If the trustworthiness of a link along a path is unknown,
the trustworthiness of this path is also unknown. Since the routing controller
works only on the exploitable paths, it suffices to consider paths containing
only links whose trustworthiness is exploitable. Let us denote these paths as
PLr ={p € Psr : V(im,in) € p,x(im,in) € XL} Then the trustworthiness of
path p € ’PéT is

Zp < (i, n), V(im,in) €P
= < mi ] ]
T S, BB, Plim in)

We use this upper bound as the trustworthiness of the path: x, = y mil;e (b, in).
G yin) EP

This metric is called the bottleneck trust. Note, the trust in the context C=Packet
Forwarding cannot be modeled as bottleneck trust. In this context, the trust met-
ric is multiplicative along a path. The bottleneck trust is applicable in contexts
such as C=Strength of the Encryption Keys.

The duality principle of ordered sets provides an equivalent metric in terms
of the dual ordered set. If we impose the dual order on X', the order relation on
X9 induces an equivalent dual trust metric

T, = max 29 (i i)
(imin)EP

4.2 Length of a Path

For legacy routing schemes such as ARPANET ([17]) or IP ([18]), we associate
a length [, for path p. This could be a simple metric such as the hop count or
more complicated average delay statistic which captures the delay of the path.
In the wireless multi-hop scenario, the delays are primarily due to the congestion
in the local MAC. Let us denote the queue congestion metric at station i,, for
packets destined to the neighbouring node 4, by d(im,i,). Then,

b= Y dlimin)
(imyin)Ep

The algorithms in this paper are generic and invariant to the path length met-
ric. However, we do assume that the path length composition is an additive
composition along the path.
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5 Route Selection - A Bi-Objective Optimization
Problem

In Subsections 4.1 and 4.2, we introduced the trust and length metrics for the
path. A good design criteria for a routing controller is to construct routes that
have high trustworthiness and low length. However, in general these two objec-
tives may be opposing in nature, which results in a trade-off analysis problem.
This is the primary object of study in multi-criteria optimization. A summary
of the various multi-criteria methods can be found in [19].

The two objectives of the routing controller to constructs routes for a source

target pair S,T are: { min [,, max x,}. The dual trustworthiness transforms
pEPE L PEPE ¢

the problem into a bi-metric minimization problem: { min [,, min zg}. This
pGPQT pepg,T

bi-objective optimization problem is represented as a Multi-Criteria Optimiza-
tion Problem (MCOP) class ([19]):

l )
(P‘é:]y |:xp(9:| 7R+ X XL 7§2) (1)
p

where P§ p is the set of decision alternatives, {x%} is a vector valued objective
p

function that maps the decision alternatives to the length-dual-trust (R™ x X La)
objective space. There are various <? orders that can be considered for vectors.
Table 1 shows the most commonly used orders for two-dimensional vectors z and
y. Among these orders, the Maz order is valid only when X L9 i comparable
with RT.

Notation|Definition Name

z<y |z;<y; i=1,2andzx#y Componentwise
z<iexylze <yr or z=y k :_min{i : &; # yi }|Lexicographic
z SMo_g max{z1,z2} < max{y:,ya} Max-order

Table 1: Table of Orders

5.1 Length and Trust Semirings

The presented MCOP involves two semiring structures ([20]). The length opti-
mization problem corresponds to a (R*, min, +) semiring. The trust optimization
problem corresponds to a (X!, max, min) semiring. Both of these semiring struc-
tures have been independently studied and extensively used in the optimization
community ([20]). In the theory of MCOP classes, there are many possible meth-
ods to combine objectives to obtain solutions ([19]). However, to the best of our
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knowledge, no theory has combined these two semirings in the various MCOP
settings. In the forthcoming subsections, we present distributed polynomial-time
algorithms to solve the various bi-objective optimization formulations.

5.2 Pareto Optimal Routing Strategy
The Pareto class for the bi-objective optimization problem is given by

l )
(Phr. | 3| B 229 @
p

where < is the component-wise order defined in Table 1. A path p¢fficient ¢ Pé T

ef ficient

is Pareto optimal if there exists no path p € 73§7T and p # p such

l l efficient ..
that L’é] < {xpa “|. For a general decision problem, there are many
D pel ficient

Pareto efficient points ([19]). One of the common methods to compute efficient
points is using the Haimes-€ constraint method ([21], [22]), which converts all but
one of the objectives into constraints and solves the single-objective constraint
optimization problem. By considering various relaxations of the Haimes method,
we obtain all the Pareto solutions.

Semiring Decomposition: In our case, we show that the Haimes-e constraint
method lends itself to a natural decomposition which separates the length and
trust semiring. The Haimes formulation is:

min [,
pGPQT

L
xgge, ce x?

The constraint acg <e= y m_a>)< xa(im, in) <e€
imsin)EP

= l'a(zm?ln) S 67V(Z.m77;n) €p.

This implication gives the following decomposition.
Subproblem 1(e): Find a subset of paths in PSL,T whose paths have a trustwor-
thiness less than e. This corresponds to finding a pruned subset:

Pé,_IETunEd-E = {p € PSLT : xa(inuin) < G,V(im,in) € p}

Subproblem 2(e):
min [,
pe Pé/:;vuned»e

The decomposition is evident as Subprob 1(¢) involves only the trust semiring
and Subprob 2(e) involves only the length semiring. This decomposition yields
an edge exclusion and shortest path procedure to solve Eqn. (2). Algorithm 1
builds on these ideas to obtain all the Pareto efficient paths between a source
destination pair S,T. It runs on every ¢ € V and requires only local neigh-
bourhood information (N;). The routine call Covered Element(z) returns the
covered element of z. The proofs of convergence and correctness are available in
our technical report [8].
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Algorithm 1 Compute All Pareto Paths

pé:j}i‘rontier — @
€e— T
repeat
E,. — E.
for j € NV; do
if z(i,7) > ¢ then
E, — EA\{(1,7)}
end if
end for
G, — G.(V,E;)
PphLruncd-e _ Set, of paths betweenS, T’ pair in G(V, E;)

) .
Pcandzdate (6) —arg min lp
Z)E,Pézg—‘n”md{

- ) 5
ef ficient arg min a2
pepcandidate

p
L-Frontier L-Frontier ef fecient

Psir —Psr Up

€ «+ Covered element(mgeffic,;mt)

wntil P 4 g
return Péﬁmmw

5.3 Biased Routing Strategy

A shortcoming of using the Pareto optimality approach is that the number of
paths optimal in the Pareto sense is large. One popular approach to prune the
Pareto set is Lezicographic Ordering ([19]). This method assumes that one met-
ric is superior to other and tries to optimize with respect to the superior met-
ric. Only if two or more feasible solutions are equally optimal in the superior
measure, the other measure is considered. This MCOP class is represented as
(PéT’ [i%] aRJr X XLaa Sleac)

Basedpon the lexicographic ordering that we choose, we obtain length or trust
biased routing strategies. The strategies consider length or trust as the superior
metric respectively. To obtain these paths, we introduce two semiring algebras.

Length-Lezicographic Semiring: (RT x X La, @4, ®). The semiring operations
are defined as follows. For (d1,21?), (d2,22°) € (R* x XLa) we define:

(d1,21%) @; (d2, 229)
(d1,z19) if  dl<d2
= (d2, 22?) if d2<dl
(d1, min(212,229) if d1 = d2

(d1,21%) @ (d2,222) = (d1 + d2, min(x19, 229))

Trust-Lexicographic Semiring: (RT x X La, @, ®). The semiring operations
are defined as follows. For (d1,21?), (d2,22°) € (R* x XLa) we define:
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d1,z1%) @, (d2, 22°
(d1, ;
(d1,219) if 219 < 229
= (d2, x29) if 229 <219
(min(d1,d2),219) if 219 = 222

(d1,21%) ® (d2,22°) = (d1 + d2, min(z1?, 229))

Defining these semirings facilitates the development of a generic distributed
algorithm (i.e., Algorithm 2) to obtain lexicographic optimal paths between the
source target pair S,7T. Again, the algorithm runs at every i € V and needs
only local information. The stations locally store and exchange a dynamic pair
(1L, z29)[T]? € (RT x XLa) which represents the cost of the best lexicographic
path from ¢ to T that the algorithm can construct in n iterations.

Algorithm 2 Compute Lexicographic/Biased Path

repeat
02T = €D (di, 2”0 k) @ (1,2°) (TR
keN;T

until (I, z%)[T]? converges

The @ used in Algorithm 2 is @; and @, for length and trust biased routing,
respectively. We omit the Proof of Lexicographic Optimality of Algorithm 2 due
to space limitations; the proof is presented in our technical report [8].

5.4 Conservative Routing Strategy

Another formulation in bi-objective optimization is the Maz-Ordering (MO)
method ([19]). However, this method is applicable to our problem only if the trust

values and the path lengths are comparable. If they are, then we obtain a con-

servative routing strategy. This belongs to the MCOP class: (PS’:“’T, [ lpa] JRT %

Zp

X La, <wmo) -

The above MCOP class tries to select paths which are optimal in the worst-
case sense of trust and delay. Thus it is a conservative strategy for routing, where
the cost of the path is governed by the worst-case value of its trust and delay.
The problem is stated as

min max{l,, 2 3
min sy ] )

Semiring Decomposition: The MO problem involves the trust and length
semirings. We present decomposition method to separate the semirings. Eqn.
(3) can be written as
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min =z
pEPE 1

subject to [, < z
xg <z
Again, the decomposition yields an Fdge Ezxclusion and a Shortest Path pro-
cedure to obtain the MO paths. This is illustrated in Algorithm 3 which is carried
out at every ¢ € V. The algorithm assigns an infinite cost to a non-existent path.
The routine Covering Element (x) returns the covering element of z. The proofs
of convergence and optimality are presented in our technical report [8].

Algorithm 3 Compute MO paths

z— 1
while True do
FE, — E.
for j € NV; do
if x(4,j) > € then
Er = EA{G,)}
end if
end for
G, — G.(V,E;)
P — Set of paths between(S, T) pair in G, (V, E,)

candidate

«—arg min
pefpgzgj‘uncd—e
if lpcandidatc < ¢ then
return pcandidate
end if
if € =?T then
return No path found
end if
€ <« Covering Element(e)
end while

The three algorithms proposed use the Shortest path subroutine and Edge
Exclusion subroutine repeatedly. This is a manifestation of the Semiring de-
composition principle. There are many efficient polynomial-time distributed im-
plementations for both of these subroutines ([23]). Thus all these algorithms can
be efficiently implemented in a self-organised MANET.

6 Conclusion

In this paper, we present an order-theoretic modeling of the trustworthiness met-
rics used in different trust and reputation systems. We then treat the trusted
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routing for a bottleneck trust as a bi-objective path optimization problem in-
volving length and trust metrics. We solve the corresponding Pareto class, which
yields the efficient paths. We also solve the Lexicographic and MO classes. In
all three cases, we present distributed polynomial-time algorithms that can be
implemented in a self-organized MANET.
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