Explicit constructions of MDS array codes and RS
codes with optimal repair bandwidth
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Abstract—Given any r and n, we present an explicit con-
struction of high-rate maximum distance separable (MDS) array
codes that can optimally repair any d failed nodes from any
h helper nodes for all h,1 < h < r and d,k < d < n—~h
simultaneously. These codes can be constructed over any base
field F' as long as |F| > sn, where s = lem(1,2,...,r). The
encoding, decoding, repair of failed nodes, and update procedures
of these codes all have low complexity. Our results present
a significant improvement over earlier results which can only
construct explicit codes for the case of at most 3 parity nodes,
and these existing constructions can only optimally repair a single
node failure by accessing all the surviving nodes.

In the second part of the paper we give an explicit construc-
tion of Reed-Solomon codes with asymptotically optimal repair
bandwidth.

I. INTRODUCTION

An (n,k,1) MDS array code has k information nodes' and
r = n — k redundancy nodes in each codeword with the
property that any &k out of n nodes can recover the codeword.
Each node is a column vector in F*, where F is some finite
field. While originally MDS array codes were studied for error
correction in memories [1], recent applications in distributed
storage brought forth the problem of efficient regeneration of
a failed node [2].

Recovering failed (erased) node(s) from the information
available at the other nodes is called the repair process.

Definition I.1. For h < r and k < d < n, define N(h,d) as
the smallest integer such that the contents of any h nodes
can be recovered by accessing any d surviving nodes and
downloading the total of at most N (h,d) symbols of F from
these nodes®. The parameter N (h, d) is called the (h, d)-repair
bandwidth of the code C.

By a result of [2], [7],

h
d+h—Fk
We say that an (n,k,l) MDS array code C has the (h,d)-
optimal repair property if this lower bound is achieved, and
omit the reference to h if h = 1. If d = n—1 we also omit the
reference to d. For k < (n+1)/2 (the low rate regime), MDS
array codes with the optimal repair property were constructed
in [3]-[6]. For arbitrary code rate, [7] proved that the bound
(1) is asymptotically achievable when [ — oo. For finite [ and
k > (n+1)/2 (the high-rate regime) [8]-[12] showed that for
F' large enough there exist MDS array codes that can optimally

N(h,d) > dl (1)
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Alexander Barg

repair any systematic node using all the surviving nodes, and
[13] showed the same for all rather than only systematic nodes.
At the same time, explicit MDS array code constructions for
optimal all-node or even only systematic node repair in the
high rate regime are known only if r» < 3 [10]-[14].

In Section III, we present an explicit MDS array code
construction with the optimal repair property for any number
of parity nodes and any code length using a field F' of size
|F| = rn. The encoding, decoding, and repair of a single failed
node involve only simple operations with 7 x r matrices over
F, and thus have low complexity®. An additional property of
the proposed codes is optimal update, i.e., the need to change
only the minimal number of coordinates in parity nodes if one
coordinate in systematic node is updated. In our construction
we rely on a (non-systematic) parity-check representation of
the codes as opposed to the systematic generator form used
in most earlier works. This representation does not distinguish
between systematic nodes and parity nodes, and leads naturally
to the optimal repair of all nodes. Moreover, the parity-check
form combined with the block Vandermonde structure [12] and
the idea of using r-ary expansions [8], [11] makes the explicit
construction for larger number of parity nodes possible.

In Section IV, we give an explicit construction of (n, k,!)
MDS array codes with d-optimal repair property for any
positive integers n, k,d, [ such that k < d < n,l = (d+1—k)"
using a field F of size |F| = (d+ 1 — k)n.

In Section V, we construct MDS codes with d-optimal repair
property for several values of d simultaneously. Moreover, we
show that (n, k,r™) MDS array codes constructed in Section
IIT will automatically have d-optimal repair property for all
d such that (d + 1 — k)|(n — k). In Section VI we further
extend our construction to obtain (n, k,l) MDS array codes
with (h, d)-optimal repair property for all A < r and k <
d < n— h simultaneously, where [ = s",s = lem(1,2,...,r).
These codes can be constructed over any base field F' as long
as |F| = sn, and they also have the optimal update property.
Moreover, the encoding, decoding, and repair procedures only
require operations with matrices of size not greater than n xn.

Recently, [16] studied the repair bandwidth of Reed-
Solomon (RS) codes and introduced an efficient linear repair
scheme for RS codes. In Section VII we use this linear
repair scheme and the r-ary expansion idea to construct
an explicit family of RS codes with asymptotically optimal
repair bandwidth: we show that the ratio of the actual repair
bandwidth of the codes and the optimal value approaches 1
when the code length goes to infinity.

3 An expanded version of Sections II-VI of this paper is available online as
arXiv:1604.00454 [15].



II. GENERAL CODE CONSTRUCTION
Let C € F'" be an (n,k,l) array code with nodes C; €
F'i=1,...,n, where each C; is a column vector. Through-
out this paper we consider codes defined in the following
parity-check form:

C={(C1,Ca,...,Cn): Y AiCi =0, t=1,...,1}, (2)
i=1

where A;;,t =1,...,7,4=1,...,n are [ x [ matrices over
F.

Given positive integers r and n, define an (n,k =n —r,l)
array code C by setting in (2)

Ay = At te[r] i e [n], 3)

where Ay, Ao, ..., A, are some [ x [ matrices. (We use the
convention A? = I.) The specific code families in Section III-

VI are obtained by choosing different forms of the matrices
Ay, Ag, . A,

III. CONSTRUCTION OF MDS ARRAY CODES WITH
OPTIMAL REPAIR PROPERTY

A. Code construction

Construction 1. Let F' be a finite field of size |F| = rn, and
let | = r". Let {\ij}ie[n],j=0,1,....,r—1 be rn distinct elements
in F. Consider the code family given by (2)-(3), where we take

-1
T .
A; = Z Ni,a;€a€y, 1 =1,...,n.
a=0

Here {e, :a =0,1,...,1—1} is the standard basis of F' over
F, and a; is the i-th digit from the right in the representation
of a in the r-ary form, a = (an,ap—1,...,a1).

Since the A;,7 = 1,...,n are diagonal matrices, we can
write out the parity-check equations (2) coordinatewise. Let
¢i,q denote the a-th coordinate of the column vector C; for all
a=0,...,0—1,ie, Ci = (¢i0,Ci1,---,¢ii—1)T. We have

DN i =0 &)
i=1

forallt=0,...,r—landa=0,...,] — 1.

Theorem IIL.1. Codes given by Construction 1 attain optimal
repair bandwidth for repairing any single failed node.

Proof: For w = 0,1,...,r — 1, let a(i,u) :=
(any .-y @ix1,U,a5—1,...,a1). We will show that for any
i € [n] and @ = 0,1,...,1 — 1, the coordinates

{Ci,a(i,0), Ci,a(i1)s - - +» Cia(ir—1)} 0 C; are functions of the
following set of n — 1 elements of F’:

r—1
1 = 3 Cay € [\ 5)
u=0

In other words, each surviving node only needs to transmit
one scalar in F' to recover r coordinates in the failed node,
so the optimal repair bandwidth is achieved. Replacing a with
a(i,u) in (4), we obtain

)‘Zuci,a(i,u) + Z A;,aj Cja(iu) = 0. (6)
J#i

Summing (6) over v = 0,1,...,7 — 1 and then writing the
result in matrix form, we get
1 1 [P 1 Ci,a(i,O)
)\i,O )\i,l )\i,rfl

Cia(i,1)
r.f r;l Til
)‘i,()l Al Air-1 Ci,a(i,r—1)
(a) 7
i Nm( )
Zj;éi )\7‘7aj M

— a

Zj;ﬁi )‘g,a;/ig',i)
By construction A; g, ..., A;»—1 are distinct, so we can solve
this system for {¢; 4(;,0): Ci,a(i,1)> - - - » Ci,a(i,r—1) ) given the set
of elements in (5). [ |
The repair procedure of a single node has low complexity:
indeed, according to (7), it can be accomplished by operations
with r x r matrices (rather than much larger [ x [ matrices).

Theorem IIL.2. The code C given by Construction 1 is MDS.

Proof: We write out the parity-check equations (2) coor-
dinatewise. For all a = 0,1,...,l — 1, we have

1 1 1

Cl,a
)‘17111 )‘2,a2 An,an C2,a
. . =0 )
r—1 r—1 r—1
)‘l,al )‘2,(12 )‘n,an Cn,a

Clearly every r columns of the parity-check matrix in (8)
have rank 7, so any k out of n elements in the set
{¢1,4,¢2.4y---,Cn,a} can recover the whole set. Since this
holds for all @ = 0,1,...,l—1, we conclude that any k£ nodes
of a codeword in C can recover the whole codeword. ]

B. Complexity of encoding, decoding, and updates

The code given by Construction 1 can be efficiently trans-
formed into systematic form. Without loss of generality we
assume that the first £ nodes are systematic (information)
nodes. By (8), for all a =0,1,...,l — 1, we have

1 1 1

Ck+1,a
)\k+1,ak+1 )\k+2,ak+2 Ak+r’ak+r Ch+2,a
)\rfl r—1 r—1
k+1,ar41 k+2,ar4+2 k+7,an4r Ckira
1 1 .. 1 Cla
)\1,111 )\2,0.2 )‘k,ak €2,
r—1 r—1 r—1
>\1’a1 )‘Q,az )\kﬂlk Ck,a
)

Consequently, in the encoding process we do not need to invert
an rl x rl matrix, instead, we only need to invert r X r matrices
[ times, gaining a factor of /2 in complexity. Similarly, in the
decoding process, if some 7 nodes are erased, then in order to
recover them, we only need to invert r x r matrices [ times.

Another useful parameter of codes is update complexity [1].
On account of the MDS property, in order to update the value
of a stored element ¢; , in an information node, one needs to
update at least one coordinate in every parity node [17]. From



(9) it is easy to see that for any i € [k] and a = 0,...,l—1, to
update c¢; ,, we only need to update cx11,q4,.- ., Cktrq. Thus
Construction 1 gives an optimal update code.

IV. EXPLICIT MDS ARRAY CODES WITH d-OPTIMAL
REPAIR PROPERTY

The general construction in (2)-(3) can also be used to
construct an (n,k = n — r,l) MDS array code C with d-
optimal repair property, k < d <n — 1.

Construction 2. Let F be a finite field of size |F| > sn,
where s = d+1—k. Let {)i j}ie[n],j=0.1,....s—1 be sn distinct
elements in F. Consider the code family given by (2)-(3),
where | = s™ and

-1

A; = Z )\i,aieaeg, i=1,...,n.

a=0
Here {e, :a =0,1,... ,1—1} is the standard basis of F' over
F and a; is the i-th digit from the right in the representation
of a in the s-ary form, a = (an,ap_1,...,a1).

Define a(i,u) and ¢; , in the same way as in Sect. IIL.

Theorem IV.1. The code C given by Construction 2 is an
MDS code.

Proof: Same as the proof of Theorem III.2. ]
By the same arguments as in the previous section, C also has
low-complexity encoding, decoding, and the optimal update
property.
Let us show that the code C has d-optimal repair property.
Recall the definition of Generalized Reed-Solomon codes.

Definition IV.2. A Generalized Reed-Solomon code
GRS(n,k,Q,v) < F™ of dimension k over F with
evaluation points Q) = {wi,ws,...,w,} S F is the set of
vectors

{(vif(w1), .. vnf(wy)) e F™: fe Flx],deg f <k —1}

where v = (v1,...,v,) € (F*)™ are some nonzero coeffi-
cients. If v = (1,...,1), then the GRS code is called a Reed-
Solomon code.

Theorem IV.3. The code C given by Construction 2 has d-
optimal repair property.
Proof: Without loss of generality, we consider the case
of repairing C;. Let
s—1

M;?l) = Z cj,a(l,u)v j € {2a 3) AR n} (10)
u=0

Using arguments similar to those that lead to (7), we obtain

1 1 ... 1 _
Ao A1 e Als—a €1,a(1,0)
Ay A N Cla(1,1)
o g | Laeasend
1 1 .. 1] o an
)‘%412 )‘3703 s /\g,an %(’Ll)
)\2’012 )\370/3 . ATL,LL,,L /’L3,1
- - - ()
A;,(Q g,ag Z,,aln lun,l

Define polynomials po(z) = TT24 (@ — Aiw), and pi(z) =
x'po(x) for i =0,1,...,7r —s — 1. We have proved the case
of d = n—1 in the previous section, so here we only consider
the case when d < n — 1, and so r — s — 1 > 0. Since the
degree of p;(z) is less than r for all ¢ = 0,1,...,r —s — 1,
we can write

r—1
pi(x) = Z pi g’
i=0

Define the (r — s) x r matrix

Po,o Po1 Po,r—1
P10 P11 P1r—1
P = . . .
Pr—s—1,0 Pr—s—1,1 Pr—s—1,r—1
Since
1 1 o 1
A%,o /\%,1 )\%,371
P Ao A1 - A
1 1 .
Ao A Aot
Po(A1,0) Po(A1,1) Po(A1,5-1)

P1(/\1,0) p1(>\1,1) pl()\l,s—l)

Pr7571(>\1,0) prfsfl()\l,l) prfsfl()\l,sfl)

=0,

together with (11), we have

1 1 e 1 M(a)
AQ;“? )\37‘13 A"%an %C’Ll)
2 > 2 fzq
P 2,a9 3,a3 ,an .’ = O (12)
)\7«._1 )\,,«‘_1 )\r;l :U’(a)
2,a2 3,a3 N,an n,1
By (13) and the fact that po(A2,4,), P0(A3,45), - - - P0(An,an)

are all nonzero, (uéa%,uéal),,ugf)l) forms a Generalized

Reed-Solomon code of length n» — 1 and dimension d.

Thus any d out of n — 1 elements in {ué?f,ué‘h% e ,ugﬂ

suffice to recover the whole set. Moreover, (11) implies
that {Cl,agl,O)a Cl,a(1,1)s - - - »C1,a(1,s—1)} can be determined by
{uéfll), ug‘ﬁ, ce ,uff%} Consequently, we can recover C; by

accessing any d surviving nodes and downloading the total
of dl/s symbols of F' from these nodes. This completes the
proof. ]

V. MDS ARRAY CODES WITH d-OPTIMAL REPAIR
PROPERTY FOR SEVERAL VALUES OF d SIMULTANEOUSLY

In the previous two sections, we constructed MDS array
codes with d-optimal repair property for a single value of d.
In this section we give a simple extension of the previous con-
structions to make the code have d-optimal repair property for
several values of d simultaneously. Let n, k, m,d;,ds, ... ,dn,
be any positive integers such that k < dy,...,d,, < n. We
will show that by replacing s in Construction 2 with the value

s=lem(d; +1—k,do+1—k,...,dpn +1—k)



1 1 1

Aoar Aia M Po(A2,a,) Po(A3,a5) . Po(Ana,)
22 ? 22 ° 2" P1(A2,0,) P1(A3,05) P1(Anan
P 2,a9 3,a3 n,an — X . .
)\g ai )\g ai )\2 alw Pr—s—1 ()\2,112) prfsfl()\S,ag) prfsfl()\n,an) (13)
Po(A2,a,) P0(A3,05) P0(Ana,)
pO()\Z,aQ))\Z,aQ p0(>\3,a3))\3,a3 pO()\n,an)An,an
PO(Az,az))\Q o PO()\:s,ag))\Q o Po(Ansa, ) Ao !

we obtain an (n, k,l = s™) MDS array code C with d;-optimal
repair property for all ¢+ = 1,...,m simultaneously.

By Theorem IV.1, C is an MDS array code. In the next
theorem we establish results about the repair properties of the
code C.

Theorem V.1. The code C has d;-optimal repair property for
any i € [m].
The proof can be found in [15].

Corollary V.2. The (n,k,(n — k)™) MDS array code given
by Construction 1 has d-optimal repair property if (d +1 —

Example V.3. A (k + 4,k,4%*4) MDS array code given
by Construction 1 will automatically have (k + 1)-optimal
repair property. A (k + 6, k,6%+6) MDS array code given by
Construction 1 has both (k + 1)-optimal repair property and
(k + 2)-optimal repair property.

VI. EXPLICIT MDS ARRAY CODES WITH (h, d)-OPTIMAL
REPAIR PROPERTY FOR ALLhA < rANDk <d<n—h
SIMULTANEOUSLY

Given integers n and r, we construct a family of (n,k =
n—r,1) MDS array codes with (h, d)-optimal repair property
for all h < r and k < d < n — h simultaneously. (The proofs
of this section can be found in [15].)

Construction 3. Let F be a finite field of size |F| > sn
where s = lem(1,2,...,7). Let {\; j}ie[n],j=0.1,....s—1 be sn
distinct elements in F. Let | = s™. Consider the code family
given by (2)-(3), where the matrices A; are given by

-1

— T ,_
Ai— Z/\i,aieaea7 z-l,...,n.

a=0

(14)

Here {e, : a = 0,1,...,1 — 1} is the standard basis of F'
over F' and a; is defined in Construction 2.

VII. A FAMILY OF REED-SOLOMON CODES WITH
ASYMPTOTICALLY OPTIMAL REPAIR BANDWIDTH

In this section we take a different perspective of the repair
problem: rather than constructing codes with optimal repair
bandwidth, we study the repair bandwidth of a classical code
family, the RS codes. Such a study was recently undertaken
in [16], and we couple its linear repair scheme with the r-ary
expansion idea of [8], [11] to construct a family of RS codes
with asymptotically optimal repair bandwidth.

Given any n and k, we will specify a symbol field £/, which
is a degree [ finite field extension over some finite field F)
and a set of evaluation points A, and view the RS(n,k, A)
codes as (n, k,1) array codes over F. We will show that they
have repair bandwidth bounded above by =~ (”H) over the base
field F. Since the 0pt1ma1 repair bandwidth for an (n,k,l)
MDS array code is 7,?1 ), we conclude that when n — o0,
the ratio between the actual and the optimal repair bandw1dth
approaches 1 (the corresponding quantity of the construction
in [16] is about 1.5).

A. The linear repair scheme of [16]

Suppose the symbol field of the code C = RS(n,k, A)
is F' and we want to repair it over the base field F' < FE.
More precisely, if a single codeword symbol is erased, we
will recover this symbol by download sub-symbols of the base
field F' from the surviving nodes. Let tr(3) = trg/p(83) :=

ﬁ+ﬁq+ﬁq2 +-- -—i—ﬁqlﬂ be the trace function. In order to make
the repair scheme F'-linear, [16] uses F-linear transforms
L., : E — F given by the trace functionals L. () = tr(vf).

Let {(1,...,(;} be abasis for E over F, and let {1, ..., 1}
be its dual (trace-orthogonal) basis, then for all € E

l

Z (tr(Gi)

Therefore, we can make the following observation: If
{C1, ..., G} is abasis for E over F, then {tr(¢;3)}!_, uniquely
determines f3.

Let C* be the dual code of C = RS(n, k, A). Suppose that
the codeword symbol ¢; in a codeword ¢ = (c1,...,¢,) € C
is erased. We can find [ codewords {cj = (¢j,,. .., cjn) by
in C* such that {ci,.. e .} is a basis of E over F. By
the observation above, knowmg the values of {tr( c iCi) 5:1
suffices to recover the erased symbol c;. Since the trace is an
F-linear transformation, we have

tr(cj‘zcl =— Z tr(cjl’tct) for all j € [1].
t#i

Thus knowing the values of {{tr(c tct)}]e[l]}te [n],t-i suffices
to recover c¢;. Let B; be a max1mal linearly independent
subset of the set {cj;}jep; over F. Again due to the F-
linearity of the trace functlon {tr(c tct)}Je can be cal-
culated from {tr(8c;)}gep,- Consequently, ¢; can be recov-
ered from {{tr(Bct)}peB, Jte[n],t#i- The total number of sub-



symbols in ' we need to download from the surviving nodes
t0 TeCOVEr ¢ 1S D lpen] ¢4 dimp({cj:t}je[l]).

We conclude that to efficiently recover c¢;, we need
to find [ codewords in C* that minimize the quan-
tity cpny. i dime({cj,}jepy) under the condition that
{ctin-- s ¢i;} is a basis for E over F.

As already remarked, C* = GRS(n,n — k, A, v) for some
nonzero coefficients v = (v1,...,v,) € E™. Choosing a
codeword from C+ = GRS(n,n — k,A,v) is equivalent to
choosing a polynomial with degree less than n — k. Suppose
A= {al, . 7ozn}. Since v1,...,v, are nonzero constants,
our task of efficiently repairing c¢; is reduced to finding [
polynomials {f;};cp) of degree less than n — & such that the

quantity
Z dimp ({ f; ()} jem) (15)
te[n], t#i
is minimized under the condition that {f; (), ..., fi(a;)} is

a basis for F over F.

B. The choice of symbol field and evaluation points

In this section we show how to find a symbol field £ and
a set of evaluation points A such that the corresponding RS
code has nearly optimal repair bandwidth.

Suppose that n and k are arbitrary fixed numbers. Let F’
be a finite field and let h(z) € F[z] be a degree [ irreducible
polynomial over F, where | = r™,r = n — k. Let /3 be a root
of h(x) and set the symbol field to be E = F(f), i.e., the
field generated by 3 over F. Clearly {1,3,32,...,8 '} is a
basis for F over F. Choose the set of evaluation points to be

A={p", B, B

Theorem VIL1. The repair bandwidth of the code RS(n, k, \)
over F' is less than | Z—fi

Proof. We need to show that for every ¢ € [n], we can find
polynomials f; ; with deg(f; ;) < r,j = 1,...,l such that
fi,l(ﬂrhl), cey fivl(ﬁrhl) form a basis for F over F' and

. ot I(n+1)
Z dimg({fi ; (8 )}je[l]) < Th_k
o<t<n,t#i—1 n
For a = 0,1,...,l — 1, write its r-ary expansion as a =

(an,an_-1,...,a1), where a; is the i-th digit from the right.
Define the set of [ polynomials {f; ;}epy = {6%2° : a; =
0,s=0,1,...,7 —1}.

It is easy to verify that

(fig (B ) i je [}y ={1,8,6%..., 651

(as sets), so the elements {f,;J(ﬂT’Fl )} jep form a basis for £
over F. When t < ¢ — 1, we have

{Fi5(B" Vet = 8+ ai = 0}

r—2
( U{ﬂa La; = 1,(11'_1 = =042 = 0,at+1 = u})
u=0
Thus dimp({f;;(8" )} jemy) < L+ (r— 1) e if ¢t <i— 1.

When t > i — 1, we have

{Fi5(B" Vjery = {8+ ai = 0}

r—2
( U{ﬁH_a YOp = =42 = 0,a441 = u,a; = O})
u=0

Thus dimp({fi ;8" )} jepy) < L+ (r—1) e fort > i—1.
An upper bound on the sum of the dimensions is given by:

Z dimF({fi,j(ﬁrt)}je[l])
o<t<n,t#i—1
i—2

l l =
<(n—1)7+(r—1)z i7t+(r—1)2m

T T .

t=0 t=1
7Z(n—1+ri‘1—1+r"—i—1)
- r rt pn—i+l
- anrl
n—k
The proof is complete. O
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