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ABSTRACT 
 

Mobile ad-hoc networks (MANETs) are used in battlefields 
where no network infrastructure exists. Users rely on their 
physical neighbors to communicate with other users that 
are not in proximity. Accurate trust establishment and 
maintenance is essential for secure and reliable message 
transmissions in MANETs. Because of the mobility and 
dynamics of MANETs, the validity and value of trust 
documents change with time as well as with battlefield 
conditions and scenario stage. Thus trust management in 
MANETs is a much more dynamic problem than in 
conventional wireline networks, as well as wireless 
cellular networks. In traditional networks, centralized 
trusted servers provide necessary trust documents for trust 
establishment. However, such servers are not available in 
MANETs. Trust documents are distributed among users in 
the network. In this paper, we develop and analyze 
distributed schemes for efficiently and securely 
distributing trust documents, and updates, so that users 
are able to establish reliable trust relations with their 
neighbors. Key performance metrics are time response and 
availability of documents across the network. Our 
approach is inspired from network coding, where trust 
documents are combined during distribution. 
 

1. INTRODUCTION 
 

Mobile ad-hoc networks (MANETs) are used in 
battlefields where no network infrastructure exists. Users 
rely on their physical neighbors to communicate with other 
users that are not in proximity. Accurate trust 
establishment and maintenance is essential for MANETs. 
Trust relations between neighbors are necessary to make 
sure that the transmitting messages are not leaked to the 
enemy. On the other hand MANETs pose several 
formidable challenges on establishment, control and 
management of trust relationships due to lack of 
infrastructure and centralized servers. Because of the 
mobility and dynamics of MANETs, new trust relations 
need to be established when users meet new neighbors, 
and old trust relations need to be updated as well. In 
addition, the validity and value of trust documents change 
with time as well as with battlefield conditions and 

scenario stage. Thus trust establishment and maintenance 
in MANETs is a much more dynamic problem than in 
conventional wireline networks, as well as wireless 
cellular networks.   
 
In traditional networks, trust management relies on 
centralized control servers, such as trusted third parties 
(TTPs) and authentication servers (ASs). Those servers are 
trusted and available all the time. Prior works within this 
framework ([1], [2], [3], [4]) all assume an underlying 
hierarchical structure within which trust relationships 
between ASs are constrained. However, such servers are 
not available in MANETs, and trust documents are 
distributed among users in the network. 
 
To establish trust in such a distributed way has several 
advantages. It saves network resources (power, bandwidth, 
computation, etc.), which are limited in wireless mobile 
environments. It avoids the single point of failure problem 
as well. Moreover, the networks we are interested are 
dynamic with frequent topology and membership changes, 
and distributed trust has the desired emergent property 
([5]), as users only contact a few and easy-to-reach users. 
However, it also poses difficulties and new challenges for 
trust management systems. In this paper, we study the 
challenges on distributing trust documents in MANETs. 
Since trust documents are scattered in the network, the 
problems of how to efficiently and securely store them and 
where to locate requested documents need to be carefully 
studied.  
 
The problem of trust document distribution shares many 
characteristics of distributed peer-to-peer (P2P) file 
sharing systems ([6], [7]). Trust documents are files to be 
shared for trust management. Distributed and 
self-organized P2P systems have many common 
characteristics with ad hoc networks as well. Thus many 
trust management systems consist of components that are 
inspired from P2P systems. For instance, the trust 
management scheme P-Grid ([8]) is based on scalable 
replication of tree structures, which is derived from the 
P2P systems.  In [9], the authors use hash-based routing 
in one of popular P2P networks - Freenet ([7]) for 
distribution of trust documents. Request routing in Freenet 
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avoids flooding and improves with time. Files, or trust 
documents in this context, are replicated by caching at 
every node, which causes information to converge to 
where it is most needed. 
 
Despite the similarities between trust document 
distribution and P2P file sharing, there exist several unique 
properties of trust document distribution. The size of trust 
documents are a lot smaller compared to the hundreds of 
million or billion bit files in P2P sharing. The requests in 
trust document distribution usually aim at multiple 
documents, for instance, a request may ask for all trust 
documents about the trustworthiness of node A. While in 
P2P one request explicitly points to one single file. 
Furthermore, the topology changes in mobile scenarios 
happen much more frequently than in P2P networks. In 
this paper, we propose a new trust document distribution 
scheme that uses network coding, and we show that the 
new scheme handles the above unique properties and 
performs well in terms of efficiency and security. Network 
coding has been used in P2P file sharing as well. 
Gkantsidis and Rodriguez designed a P2P file sharing 
system named Avalanche, in which intermediate peers 
produce linear combinations of file blocks as in network 
coding [10]. However, again, they are focused on 
downloading large files from file servers, and our interest 
is to distribute scattered trust documents. 
 
This paper is organized as follows. Section 2 introduces 
the notion of network coding.  A general framework of 
trust management system is provided in Section 3. Section 
4 described our network coding inspired trust document 
distribution scheme in details. The evaluation results of our 
scheme are shown in Section 5. Section 6 provides our 
conclusions and discusses the future work. 
 

2. NETWORK CODING 
 

Network coding ([11]) is a recent field in information 
theory proposed to improve the throughput utilization of a 
given network topology. In communication networks today, 
packages are always separated with each other during 
transmissions. The principle behind network coding is to 
allow intermediate nodes to encode packets. Instead of 
simply forwarding data, intermediate nodes may 
recombine several input packets into one or several output 
packets.  An overview of network coding and a 
discussion of possible Internet applications are given in 
[12]. 
 
To illustrate how network coding improves the 
propagation of information without global coordination, 
we consider a simple example in a wireless context with a 
three node topology.  

 

 
Figure 1. A Simple Network Coding Example 

 
In Figure 1, nodes A and B want to exchange packets via a 
wireless base station, node S. In the traditional way, nodes 
A and B send packet a and b to node S respectively. Then 
node S sends packet b and a to node A and B respectively. 
Because of interference in wireless environments, this 
procedure takes four transmissions as shown on the left 
side of Figure 1. 
 
If network coding is used, Node S will first linearly 
combine packets a and b, e.g. by binary adding the two 
packets: a ⊕ b.  Instead of forwarding packets a and b 
separately, S broadcasts a ⊕ b. After receiving the encoded 
packet, both A and B can recover the packet of interest, 
while the number of transmissions is reduced. This simple 
example is similar to linear network coding, where the ⊕ 
operation is replaced by linear combinations of data over 
some finite field. As we will see in this paper, linear 
network coding makes efficient propagation of trust 
documents and the associated operations are distributed.  
 

3. TRUST MANAGEMENT SYSTEMS 
 

Trust management systems are comprehensive. In this 
section, we describe three components of trust 
management that we consider to be the most important: 
trust documents, trust document distribution and trust 
evaluation policies. 
 
Trust documents 
Trust documents are digital credentials for trust. Different 
trust contexts require different types of credentials. 
Examples might be your driver's license, your social 
security card, or your birth certificate. Each of these has 
some information on it identifying you and some 
authorization stating that someone else has confirmed your 
identity. Some credentials, such as your passport, are 
important enough confirmation of your identity that you 
would not want to lose them, lest someone use them to 
impersonate you.  
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In cyberspace, users rely on digital trust documents. A 
digital trust document is data that functions much like a 
physical credential. In this paper, we are focused on digital 
trust documents, which are called trust documents or 
documents in short.   
Here are some examples of digital trust documents: 
 Digital certificate: which is issued by a certificate 

authority or entity and verifies that a public key is 
owned by a particular entity.  Digital certificates are 
used to thwart attempts to substitute one person's key 
for another. A digital certificate consists of three things: 
a public key, certificate information (“Identity” 
information about the user, such as name, user ID, and 
so on) and one or more digital signatures. Digital 
certificates are widely used in PGP and X.509.  

 IAFIS (Integrated Automated Fingerprint Identification 
System): which uses human fingerprints as identities. It 
has made law enforcement officials capable to easily 
share information about criminals and quickly compare 
a suspect's fingerprint image with millions of similar 
imprints.  

 
The trust documents can be generated by some trusted 
party as in centralized networks (commanders of the army), 
by friends who know each other (soldiers in the same 
group), or by certain monitoring schemes ([13], [14]). 
Creation of trust documents is not in the scope of this 
paper. 
 
In MANETs, information is usually partial and incomplete. 
Uncertainty of trust must be introduced in the trust 
documents, which is usually represented by a value.  This 
value denotes the degree of trust the issuer of the 
documents has on the target user. The value can be 
binary-valued, either trust or distrust, or multiple-valued, 
such as four levels of trust in PGP ([15]), or even 
continuous in an interval, say [-1,1]. 
 
In highly dynamic and mobile environments, the validity 
and value of trust documents change over time and space. 
Every user has confidence values on the documents he 
stores. The confidence value depends on several factors, 
for instance, time elapsed since the document is issued, 
and the communication distance taken by the document to 
reach the user. Normally, the confidence value is a 
monotonically non-increasing function of the elapsed time 
and communication distance. When the confidence value 
is below certain threshold, the corresponding document is 
considered to be invalid.  
  
As an important security concept, we need consider the 
integrity and authenticity of trust documents as well. 
Digital signatures based on public-key cryptography have 

been studied by Maurer ([16]) and employed in PGP ([15]). 
However there are several difficulties with this approach: 
first, we have to assume that there is an immense public 
key infrastructure in place, which is impractical and 
prohibitively expensive for mobile devices; second, there 
has to be a reliable way to find the identities of entities and 
make sure the identities are not tampered. Those problems 
are especially important in mobile ad hoc networks with 
no fixed infrastructure and limited resources. One solution 
is to make use of side channels. For instance, in [17] and 
[18], the users utilize a location-limited side channel, such 
as physical contact, to first exchange a small amount of 
cryptographic information. The information can be used to 
authenticate standard key exchange protocols performed 
over the wireless link. In the rest of the paper, we assume 
authenticity and confidentiality of documents have being 
achieved by applying certain cryptographic primitives. 
 
Document distribution 
As we have discussed, in MANETs trust documents are 
typically issued and often stored in a distributed manner. 
Most of existing work ([16], [19], [20], [21]) assumes that 
one has already gathered all the potentially relevant 
documents in one place and does not consider how to 
gather these documents. The assumption that all 
documents are stored in one place is inconsistent with the 
idea of decentralized trust management. Document 
distribution raises many interesting questions. When Alice 
wants to assess trustworthiness of Bob, where should she 
look for documents? Often, she cannot look everywhere. 
How can she efficiently obtain requested documents? In 
addition, what are the best places to store the documents, 
such that they can be easily located, well protected and 
timely updated? 
 
Trust document distribution provides the foundation for 
the third component: trust evaluation. It provides the input 
for the evaluation model. Till now, the document 
management and retrieval problem that exists in 
distributed ad hoc environments have not been well 
addressed, which is exactly the focus of this paper. 
 
As one of the first works in the literatures, Eschenauer ([9]) 
proposed a trust establishment scheme based on Freenet 
([7]), where trust documents are routed and searched using 
distributed hash tables (DHT). More specifically, for a 
particular trust document, its ID is mapped into a value 
using a universally defined hash function. This hash value 
also corresponds to a unique node ID in the network. Then 
the document is routed to and stored in this node. When 
searching for this particular document, the requester gets 
the hash value using the same hash function and sets its 
request destination as the corresponding node. Thus trust 
documents are routed by hash-based routing instead of 
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flooding. 
 
In the next section, we propose our trust document 
distribution scheme that uses linear network coding to 
combine documents during transmissions. Our approach is 
inherently different with the commonly used 
request-response approach. We show that our scheme is 
absolutely distributed, which nicely handles the dynamic 
nature of the problem. 
 
Trust Evaluation 
As the user obtains necessary trust documents for the 
target user, he applies an evaluation policy to draw 
conclusions about the trustworthiness of the target user. 
Trust evaluation policy design has been an active field of 
research. Different policies or rules have been developed 
and studied, such as [16], [20], [21], [22], [23], [24] and 
[25]. PGP ([15]) is the only practical trust evaluation 
policy developed and implemented. Based on a very 
limited notion of uncertainty, PGP handles only the 
evaluation of trust in a chain of keys, with limited “levels 
of trust” (i.e. untrusted, marginal, full). Apparently, there is 
a need to develop new trust policies that apply to different 
types of trust documents, not just chains of keys, are 
fine-grained in the sense of uncertainty levels, and are 
flexible, in the sense that they can apply to incomplete sets 
of documents.  
 
Although choosing the right model to evaluate trust and 
obtaining the documents to compute trust go hand in hand, 
trust document distribution is fairly independent of the 
specific evaluation model of trust. In the next section, we 
propose a trust document distribution scheme that uses 
network coding. 
 

4. NETWORK CODING BASED SCHEME 
 

In this section, we describe our proposed scheme for trust 
document distribution. We will outline the basic operation 
of this system, emphasizing some algorithmic parameters 
that affect its performance.  
 
We assume a population of users that are interested in the 
trustworthiness of a particular user, that is, the target user. 
The trust documents about the target user are initially 
stored in a number of users scattered throughout the 
network. These users are the issuers of the trust documents, 
or they have retrieved these documents from others. In the 
rest of the paper, we only consider trust documents about 
one single target user. All the operations are applied on 
those documents about the particular target user. Each trust 
document has a unique ID, which is obtained by applying 
a universally defined hash function to the document.  
 

In MANETs, users cannot directly communicate with all 
other users; they only communicate with a small subset of 
users within the physical communication range, which we 
call the neighborhood. We assume that the neighboring 
relation is symmetric, i.e. if node A is in the neighborhood 
of B, then, also B is in the neighborhood of A. Symmetric 
channels are necessary in wireless networks, since reliable 
transmissions require that the two nodes can exchange 
information to avoid collisions and interference, such as 
the RTS/CTS messages ([26]). In our scheme, users 
frequently check with their neighbors for new documents. 
If there are new documents, these documents are 
forwarded. 
 

 
Figure 2. Operations of the network coding system 

 
Whenever a user wants to forward trust documents to 
another node, it produces a linear combination of all the 
documents it currently stores. The operation of the system 
is best described in the example of Figure 2. Assume that 
initially user A stores several trust documents about a 
particular target user.  User A will combine all the 
documents to create an encoded document as follows. It 
will pick some random coefficients c1 and c2, then multiply 
each trust document i with ci, and then add the results of 
the multiplications together, shown as follows 

EncodedDoc1= (c1  Doc1)+ (c2  Doc2). 

All these operations take place in a finite field. If more 
than one user request trust documents from A, A randomly 
picks different sets of coefficients for these users. Observe 
that the probability that two distinct users get the same set 
of coefficients depends on the size of the field. If the field 
is very small such “collisions” may happen and they will 
reduce the performance of the system. In most practical 
cases a field of size 216 should be enough. 
 
User A will then transmit to user B the result of addition, 
EncodedDoc1, the IDs of the encoded trust documents and 
the coefficient vector c = (ci). Assume now that user A has 
also another encoded document EncodedDoc2, with its 

Doc1 Doc2

User A 

Doc3
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associated coefficients c'. User A transmits it to user C who 
stores another trust document, Doc4. User D is a neighbor 
of both user B and user C. He requires trust documents 
from both B and C. User B randomly picks one coefficient 
d1 and user C picks two random coefficient d2 and d3. We 
have that 

EncodedDoc3  =  (d1  EncodedDoc1)  
+ (d2  EncodedDoc2)  
+ (d3  Doc4). 

The coefficient vector associated with the new encoded 
document is equal to  

 d1  [c1, c2, c3,0] + d2  [c’1, c’2, c’3,0] + d3  [0, 0, 0, 1] 

and the corresponding document IDs are Doc1, Doc2, Doc3  
and Doc4. 
 
Observe that given n distinct trust documents, a user can 
recover them after receiving n encoded documents for 
which the associated coefficient vectors are linearly 
independent from each other. The reconstruction process is 
similar to solving linear equations. 
 
Our network coding scheme involves only local 
interactions. Users need not be aware of the existence of 
any trust document and its location. They only contact 
their neighbors to check whether there are new documents 
or new encoded documents. This is a great advantage as 
compared to any request-response scheme, such as the 
Freenet-based scheme. Request-response schemes require 
routing tables. If the topology of the network changes, new 
nodes come in or some nodes move out, routing tables 
need to be updated immediately. While, our scheme adapts 
quickly to the topology changes, since users only contact 
their current neighbors. In addition, request-response 
schemes require that users know the document IDs before 
sending out requests, which needs global information 
exchange. Our scheme operates without knowing any 
document ID. 
 
We have mentioned that there are different types of trust 
documents with various confidence values. In addition, the 
importance of these documents varies dramatically. In 
other words, the trust documents in the network are 
heterogeneous. A good trust document distribution scheme 
should take such heterogeneity into consideration. 
Documents with high confidence values and of high 
importance should have high priority in transmission and 
they should be recovered before other documents. The 
simplest solution is to transmit these high priority 
documents separately. However, this solution essentially 
doubles the resources used for transmitting these 
documents. In our system, we mark these high priority 
documents, and they are always considered to be new 

documents. Therefore, whenever a user with high priority 
documents wants to forward his documents, he always 
combines the high priority documents with all other 
documents. In this way, these high priority documents 
have much higher chance to be recovered. 
 

5. EVALUATION 
 

In this section, we study the performance of our trust 
document distribution scheme that uses network coding 
and compare it with the Freenet-based approach in [9]. To 
evaluate the performance, we calculate the time it takes for 
each user to obtain all trust documents for the target user 
and the load of the network. 
 
To study the performance of relatively large number of 
users, we have implemented both our network coding 
based scheme and the Freenet based scheme in MATLAB. 
There are 100 nodes randomly placed in the 1×1 square. If 
the distance between two nodes is less than or equal to 0.2, 
they considered to be neighbors. Assume that 20 distinct 
documents are randomly stored in these nodes. All users 
want to obtain these 20 documents. 
 
The simulation is round based. For our network coding 
based scheme, at the beginning of each round, each user 
contacts its neighbors to discover whether there are new 
documents or encoded documents. When new documents 
are obtained, users encode them according to the 
operations described in Section 4. Once a user can recover 
all the trust documents, we designate that he has finished, 
and the number of rounds it takes is called the finish time. 
For the Freenet based scheme, each user sends out a 
request for one of the documents he does not store. The 
routing scheme of the requests is described in [9]. Once 
the requested document is found and sent back, a new 
request is generated for another document the user does 
not store. The user stops sending requests once he obtains 
all documents. Documents are replicated by caching at 
every node they pass. 
 
We start by comparing the performance of finish time. In 
Figure 3, we plot the finish time of each node, where the 
x-axis represents the simulation time and the y-axis 
represents the number of nodes that have finished. The 
performance of the network coding based scheme is better 
compared to the Freenet based scheme. Because by 
combining the documents with network coding, within a 
few rounds, documents can be spread throughout the 
network.  While for the Freenet based scheme, just one 
document is transmitted per round, and the search phase at 
the beginning takes long time. 
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Figure 3. Number of nodes finishing over time 

 
 
Figure 4 gives the load of the network with time.  

Figure 4. Network load over time 
 

The total network load of the two schemes is close to each 
other. While, the network coding based scheme converges 
much faster than the Freenet based scheme.   
 

6. CONCLUSIONS 
 

In this paper, we presented a scheme to distribute trust 
documents in ad hoc networks based on network coding 
and ideas from P2P file-sharing systems. The advantages 
of our scheme are its adaptability to network changes and 
its efficiency. Our evaluation results show the advantage of 
our scheme compared to previous schemes. 
 
As future work, we plan to analyze the parameters under 

different network settings and further explore the influence 
of mobility and malicious nodes. In this work, we assume 
that transmissions are perfect. However, in mobile ad hoc 
networks, transmission failures and errors are very 
common. It is our future plan to investigate how resilient 
our scheme is to failures and errors.   
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